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Neovote & 2022 french election

Primary elections:

● 09/2021 - Primaires de l’écologie ~122k voters

● 12/2021 - Primaires les républicains ~139k voters

● 01/2022 - Primaires populaires ~466k voters

⇒ All online voting

⇒ All with Neovote



Neovote

● Main actor in France

● 10k votes/year

● 245+ clients (public/private)

● 24+ public contracts

● NGO, companies, universities…

● …and now political elections !

neovote.com



Neovote - a blackbox solution

● No whitepaper

● No technical documentation

● Closed source code

neovote.com



Primaire de l’écologie : Voting



The “primaire écolo” - voting procedure



The “primaire écolo” - voting procedure

“proof of vote” ?  



The “primaire écolo” - election results



The “primaire écolo” - election results

You can verify your vote on https://verifier-mon-vote.fr



The “primaire écolo” - election results



The “primaire écolo” - election results



The “primaire écolo” - election results



The “primaire écolo” - election results

???



The “primaire écolo” - election results



The ballot transparency script



Ballot transparency script - Error handling



Ballot transparency script

● Download 2 archives from the server

○ Ballot box

○ Ballot keys

● Check your “proof of vote”

● Recount the ballot box



“Proof of vote” format



“Proof of vote” format

● “Proof of vote” is base64



“Proof of vote” format

● “Proof of vote” is base64
● of AES256…



“Proof of vote” format

● “Proof of vote” is base64
● of AES256…
● …AES256-CBC…



“Proof of vote” format

● “Proof of vote” is base64
● of AES256…
● …AES256-CBC…
● …with an hardcoded key



“Proof of vote” format

“Only for padding” according to Neovote



“Proof of vote” format

“Only for padding” according to Neovote

● Why not using PKCS#7 padding ?

● What for ?

● Input data are already of the same size, so what for ?



“Proof of vote” format

Hexadecimal string used as-is



“Proof of vote” format

Hexadecimal string used as-is



“Proof of vote” format

● 5 x SHA512 hashes

● 1 hash = 1 vote

● “Mix multiple votes not to leak who has been voted for” according to Neovote

● No crypto signature…



Generating a fake “Proof of vote”



“Proof of vote” format



“Proof of vote” format
Tempered “Proof of vote”

Genuin ballot box



“Proof of vote” formatGenuin “Proof of vote”

Tempered ballot box

Tempered “Proof of vote”

Genuin ballot box



Value of the “Proof of vote”

● Anybody can generate a fake “proof of vote”
⇒ Any election can be claimed as rigged

● Anybody can be told his “proof of vote” is a fake one
⇒ A rigged election cannot be demonstrated



Ballot box format



What’s in the archive ?

● Download 2 archives from the server

○ Ballot box

○ Ballot keys

● Check your “proof of vote”

● Recount the ballot box



What’s in the archive ?

 

● RSA private keys

● 1 per turn

● Not a real .pem format



What’s in the archive ?
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What’s in the archive ?



What’s in the archive ?

SHA512



What’s in the archive ?

RSA SHA512



What’s in the archive ?

RSA SHA512

random



What’s in the archive ?

RSA SHA512

random



Tempering the ballot box



Tempering the ballot box

● Ballot box is not signed

● We have the RSA private key

● We know all the vote hashes

● Hardest part: re-create a zip !



Tempering the ballot box : Attack #1

Why not inverting the names !



Tempering the ballot box : Attack #1

Why not inverting the names !

“Sandrine ROUSSEAU”
“Yannick JADOT”



Tempering the ballot box



Tempering the ballot box

Official results:
ballots: 104 772
blanks: 2464
null: 0
valid ballots: 102 308
SR:  50 098
YJ: 52 210❌

✔ 
✔ 
✔ 
✔ ✔ 
❌



Tempering the ballot box : Attack #1

● Incredibly simple

○ No technical prerequisites

○ Only need 7z + notepad

● Almost invisible to voters
○ “Proof of vote” can’t detect this

● Probably very visible to organizers
○ All parties must agree on the content of “object_names.csv” beforehand



Tempering the ballot box : Attack #2

● We have the RSA private key

⇒ We also have the RSA public key !

● Let’s add ballots !



Tempering the ballot box : Attack #2

● We have the RSA private key

⇒ We also have the RSA public key !

● Let’s add ballots !

RSA encryption



Tempering the ballot box



Tempering the ballot box

Official results:
ballots: 104 772
blanks: 2464
null: 0
valid ballots: 102 308
SR:  50 098
YJ: 52 210

✔ 
❌
❌

❌

✔
❌

✔



Tempering the ballot box : Attack #2

● More technical attack

● Totally invisible to voters
○ All existing “Proof of vote” are still valid

● Extremely very visible to organizers
○ Number of ballots ≠ list of voters



Tempering the ballot box : Attack #3

 



Tempering the ballot box : Attack #3

 
● List of hashes…
● … to ignore..
● ..during ballot count o_O



Tempering the ballot box : Attack #3

n fake votes



Tempering the ballot box : Attack #3

RSA encryption

n fake votes



Tempering the ballot box : Attack #3

RSA encryption

n fake votes

n real votes
SHA512 hash



Tempering the ballot box



Tempering the ballot box

Official results:
ballots: 104 772
blanks: 2464
null: 0
valid ballots: 102 308
SR:  50 098
YJ: 52 210

✔ 

❌
❌

✔
✔ 
✔ 
✔ 



Tempering the ballot box : Attack #3

● Totally invisible to voters

○ All existing “Proof of vote” are still valid

● Totally invisible to organizers

○ Correct number of ballots
○ No invalid data
○ No tempered configuration

● BTW why is there 24 hashes in the original extra_hashes.csv ?



What Neovote says about this ?

According to Neovote:

● Those attacks only modify a local file

● Transparency integrity is guaranteed by data on the server

● Hence all those attacks are void

⇒ “The transparency system works as long as you trust 
Neovote server”



Conclusion

● Code smells
○ String vs bytes
○ UTF8 vs iso8859 encoding
○ AES “used for padding”
○ Bad randomness added to RSA message

● Security issues
○ Legacy padding for RSA
○ Unsupported & unaudited crypto library
○ Using an unmerged PR as crypto library !

● Voting system
○ Vote verifying website timeouts, trivial DOS
○ “Proof of vote” cannot be trusted in any way
○ Ballot box can be altered



Try it yourself !

1. github.com/touilleMan/neovote-primaire-ecolo
2. Create your own ballot box…

…or use mine

3. Host it
4. Test it against verifier-mon-vote.fr

https://github.com/touilleMan/neovote-primaire-ecolo


Epilogue



CNRS publication

Algotel 2022 paper

Legal action from Neovote against 
CNRS and CCSD (HAL)

🔗 http://tinyurl.com/hal-neovote

http://tinyurl.com/hal-neovote


CNRS publication

🔗https://tinyurl.com/evoteid-neovote

Best Paper in the Track on Security, 
Usability and Technical Issues 
🥳🎉

https://tinyurl.com/evoteid-neovote


Thanks !
Q&A ?

Emmanuel Leblond - https://github.com/touilleMan

github.com/touilleMan/neovote-primaire-ecolo

https://tinyurl.com/evoteid-neovote

@touilleMan github.com/touilleMan

https://github.com/touilleMan/neovote-primaire-ecolo
https://tinyurl.com/evoteid-neovote


Bonus #1: The voting website



Looking for JS crypto library



● Minified JS

● Always changing name 
mangling…



● Minified JS

● Always changing name 
mangling…

● …except for some closures



Looking for JS crypto library

asmCrypto ?
github.com/asmcrypto/asmcrypto.js

https://github.com/asmcrypto/asmcrypto.js


asmCrypto Neovote

src/aes/aes.ts 
line 55-96



Looking for JS crypto library

● Last change 09/2020

● No security audit :(



Looking for JS crypto library

One issue though:
● Neovote uses RSAES-PKCS1-v1.5
● asmCrypto doesn’t support RSAES-PKCS1-v1.5



Looking for JS crypto library

One issue though:
● Neovote uses RSAES-PKCS1-v1.5
● asmCrypto doesn’t support RSAES-PKCS1-v1.5



Looking for JS crypto library

asmCrypto PR#172

src/other/get-random-values.ts 
line 24-36

Neovote



Bonus #2: unzipping the ballot box



Unzip on Windows



Unzip on Linux



Ballot box & keys extractions

Linux Windows

BallotBoxExport.zip ❌ ✔

BallotKeysExport.zip ✔ ❌
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Linux Windows
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BallotKeysExport.zip ✔ ❌

Password is : biè2Rrwû_çb7TWQà
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Ballot box & keys extractions

Linux Windows

BallotBoxExport.zip ❌ ✔

BallotKeysExport.zip ✔ ❌

Password is : biè2Rrwû_çb7TWQà



So how the PHP script handles this ?



So how the PHP script handle this ?

as is

utf8 to iso-8859-1

iso-8859-1 to utf8



Bonus #3: Good vs bad randomness



What’s in the archive ?

RSA SHA512

random



Digression: PKCS1-v1.5 padding

3072bits



Digression: PKCS1-v1.5 padding

3072bits

cryptographically 
secure bytes



Digression: PKCS1-v1.5 padding

3072bits

cryptographically 
secure bytes



Digression: PKCS1-v1.5 padding

3072bits

cryptographically 
secure bytes

How random is this ?



Ballot’s random part: statistical study

 
● Only ASCII “a” to “y”
● “a-f” 10% more likely than “g-y”



Digression: PKCS1-v1.5 padding

● PKCS padding adds between 8 and 3061 random bytes

● Neovote lessen the randomness of the padding bytes

● Fortunately, no direct security impact thanks to lower bound…

● …but still, why doing this ?



Bonus #4: Error handling



Ballot transparency script - Error handling
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Ballot transparency script - Error handling


